UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TINH BA RIA-VQNG TAU Poc 1ap - Ty do - Hanh phuc
SOY TE
So: 51 /KH-SYT Ba Ria - Viing Tau, ngay 10 thang 03 nam 2020
KE HOACH

Bdao dam An toan thong tin mang nganh Y t&
tinh Ba Ria - Viing Tau nam 2020

A. Can cr xay dung Ké hoach:

- Luat An toan thong tin mang ngay 19 thang 11 nam 2015;

- Quyét dinh s6 898/QD-TTg ngdy 27/5/2016 ctia Thu twéng Chinh phu vé
Phé duyét phwong hwéng, muc tiéu, nhiém vu bdo dam an toan thong tin mang giai
doan 2016-2020;

- Quyét dinh s6 893/Qb-TTg ngay 19/6/2016 ctia Tha twéng Chinh phu vé
Phé duyét bé an Tuyén truyén, pho bién, nang cao nhan thitc va trach nhiém vé an
toan thong tin dén nam 2020;

- Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cta Chinh pht vé bdao dam
an toan hé thong thong tin theo cap do;

- Quyeét dinh s6 373/QDb-UBND ngay 21/02/2017 cia UBND tinh Ba Ria -
Viing Tau vé Phé duyét Ké hoach Bdo ddm An toan thong tin mang tai tinh Ba Ria
- Viing Tau giai doan 2017-2020.

- Quyét dinh s6 05/2017/QD-TTg ngdy 16/3/2017 cta Thi twéng Chinh phi
vé ban hanh Quy dinh vé hé théng phwong an tng citu khan cdp bao dam an toan
thong tin mang quoc gia;

- Thoéng tw s6 03/2017/TT-BTTTT ngay 24/4/2017 ctia Bo Thong tin va
Truyén thong vé Quy dinh chi tiét va hwdng dan mét s6 diéu cia Nghi dinh s6
85/2016/NB-CP ngay 01/7/2016 ctia Chinh phu vé bdo ddm an toan théng tin theo
cap do;

- Chi thi s6 14/CT-TTg ngay 25/5/2018 cua Thu twéng Chinh Pha vé nang
cao nang lyc phong, chong phan mém doc hai;

- Quyeét dinh s6 22/2018/QDB-UBND ngay 09/8/2018 ctia UBND tinh Ba Ria
- Viing Tau vé ban hanh quy ché dam bdo an toan théng tin trong hoat dong ng
dung cong nghé thong tin cua cac co quan nha nwdc thudc tinh Ba Ria - Viing Tau;

- Quyét dinh s6 1017/QD-TTg ngay 14/8/2018 cia Thi twéng Chinh phi vé
Phé duyét dé an giam sat an toan thong tin mang doi vdi hé thong, dich vu cong
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nghé thong tin phuc vu Chinh phu dién t&* dén nam 2020, dinh hvéng dén nam
2025;

- Chi thi s6 14/CT-TTg ngdy 07/6/2019 ctia Thu twéng Chinh Pha vé ting
cwong bdo ddm an toan, an ninh mang nham cai thién chi s6 xép hang cta Viét
Nam;

- Quyeét dinh s6 2554/QD-UBND ngay 12/9/2018 ctia Chu tich UBND tinh
Ba Ria - Viing Tau vé Ban hanh ké hoach t&ng pho su c6, bdo ddm an toan thong tin
mang cua cac co quan, don vi trén dia ban tinh BR-VT;

- Quyét dinh s6 828/QD-SYT ngay 22/10/2018 ctia S& Y té vé viéc ban hanh
Quy ché dam bdo an toan thong tin trong hoat dong ng dung cong nghé théng tin
ctia nganh Y té;

- Ké hoach 25/KH-UBND ngay 01/03/2019 caa UBND tinh vé trién khai
thyc hién Chi thi s6 02/CT-TTg ngay 04/07/2018 ctia Thu twéng Chinh phi vé
cong tac bao vé bi mat Nha nuwdc trén khong gian mang va Chi thi s6 14/CT-TTg
ngay 25/05/2018 cua Tha twéng Chinh phu vé nang cao nang lwc phong chong
phan mém doc hai;

- Quyét dinh s6 1586/QD-UBND ngay 25/06/2019 cua UBND tinh vé Ké
hoach hanh dong trién khai thyc hién Nghi quyét s6 17/NQ-CP ngay 07/03/2019
ctia Chinh phua vé mét s6 nhiém vy, gidi phap trong tam phat trién Chinh phu dién
tir giai doan 2019-2020, dinh hwéng dén 2025 ctia tinh;

- Quyét dinh 393/Qb-UBND ngay 28/0202020 cia UBND tinh vé viéc phé
duyét Ké hoach bdo ddm An toan thong tin mang tinh ba Ria — Viing tau nam 2020.

B. Muc tiéu:

- Xay dung doi ngili can bg chuyén trach an toan thong tin c6 trinh do chuyén
mon trong nganh Y t&; cing cd Pdi ttng citu sy c6 an toan thong tin nganh Y té trén
dia ban tinh va phéi hgp véi trung tdim Ung citu khan cdp mdy tinh Viét Nam
(VNCERT), S¢ Thong tin va Truyén thong, Cong an tinh, B Chi huy Quan sy tinh
va cac co quan, don vi cé lién quan t6 chitc doan kiém tra vé an toan thong tin dé
kip thoi phat hién x 1y cac hanh vi vi pham theo tham quyén.

- Co ban hoan thién co ché, chinh saich ddm bao An toan thong tin dé cac don
vi trire thudce ap dung va van hanh theo cac quy ché, quy trinh, tiéu chuan héa co s&
ha tang cong nghé thong tin, cai thién mic do dam bao an toan thong tin trong cac
don vi truc thudc;

- Tuyén truyén, pho bién vé théi quen, trach nhiém va ky nang co ban dé bao
dam an toan thong tin khi tham gia (tng dung cong nghé thong tin trong don vi, tao
chuyén bién manh mé trong nhan thitc vé an toan thong tin mang, ha thap ty 1é cac
sy c6 mat an toan thong tin mang xdy ra do nhan thitc yéu kém, cht quan, bat can



ctia can bg, cong chirc, vién chitc (CBCC-VC), nhat la doi ngli Quan tri mang, quan
tri hé thong thong tin;

- Nang cao nhan thitc va tang cwong st dung van ban dién tiv c6 chit ky so
nham bdo dam tinh nguyén ven, xac thyc va bdo mat ctia van ban dién tir tién dén
thay thé hoan toan van ban gidy cling nhw trong ng dung cac giao dich dién tw
khac trong hoat dong cta co quan nha nuéc.

C. Noi dung — Thoi gian trién khai:

I. Noi dung

1. Co ché chinh sdch

Ra soét, xay duwng, diéu chinh cac phwong an, quy ché, quy dinh vé an toan,
an ninh thong tin phu hgp vdi tinh hinh, diéu kién thyc t€ trong nganh Y té; trién
khai cac phwong an bado ddm An toan thong tin (ATTT) nhdm nham cdi thién chi s6
xép hang cua tinh.

2. Tham gia hoi nghi, héi thdo, tuyén truyén ndng cao nhdn thitc va trdch
nhiém vé an toan théng tin mang

- Tham gia bubi hoi thdo chuyén dé vé ATTT do S& Thong tin va Truyén
théng phdi hgp véi cac co quan, don vi thyc hién nham nang cao nhan thic vé
ATTT cho CBCC-VC va nguoi lao dong trong cac co quan, don vi trén dia ban
tinh.

- Tham gia hop dinh ky theo Quy ché phoi hgp s6 7089/QC-CNTT giita B
Tw 1énh Quan khu 7 véi S& Thong tin va Truyén thong cac tinh trong khu vure.

- Tham gia 01 bu6i hoi nghi tuyén truyén vé ATTT cho cac déi twgng (lanh
dao, nguoi st dung, va chuyén trach CNTT/ATTT).

3. Duy tri, trién khai chit ky s6 - chitng thv s6 trong hoat dong co quan nha
nuoc

- Tham gia cac 16p tap hudn, boi duGng vé st dung, tng dung Chit ky so -
Chitng thr s6 (CKS-CTS) do Ban Co yéu Chinh pha, Bo Thong tin va Truyén
thong (B6 TTTT) va cac co quan khac cé lién quan t6 chitc nham nang cao nghiép
vu chuyén mon.

- T6 chitc, ho trg cac 16p huwdng dan, tdp huan st dung CKS-CTS cho cac doi
twong st dung va ho trg trong viéc stt dung CKS-CTS vao trao doi van ban dién tw,
cac phan mém tng dung, dac biét trong hé théng phan mém Van phong dién tw,
mail c6ng vu nham tién tdi thay thé van ban gidy cho co quan, don vi trong tinh.

4. Tham gia dao tao, phdt trién nguon lyc ATTT mang

- Phéi hgp S6 TT&TT, Cuc ATTT - Bo TTTT, B6 Cong an, Trung tam &ng
cttu khan cdp khoéng gian mang Viét Nam (VNCERT/CC) cung cac co quan, to
chitc, doanh nghiép chuyén vé ATTT dé t6 chitc cac khoda dao tao vé an toan thong
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tin cho CBCC-VC va nguwoi lao dong, dac biét 1a déi twgng chuyén trach vé CNTT/
ATTT;

- Dao tao nang cao, thye hanh dién tap tac chién ATTT mang cho cac doi
twgng la thanh vién cida To ATTT va diéu phoi, D0i ng citu su c6 cua tinh nham
nang cao nghiép vu chuyén mon vé ATTT.

5. Phéi hop cdc don vi lién quan thuc hién ké hoach tting phé su’ c6 trong ndm
2020, lap va trién khai cdc ké hoach kiém tra, danh gid an toan théng tin, ra quét
md doc, giam sdt cdc hé thong thong tin tai cdc co quan, don vi trén dia ban tinh

- Tiép tuc danh gia cac hé thong thong tin theo cap do da xac dinh.

- Lap ké hoach kiém tra, danh gia tong thé vé an toan thong tin tai cac co
quan, don vi thudc tinh theo quy dinh tai Thong tw s6 03/2017/TT-BTTTT ngay
24/4/2018 cua Bo Thong tin va Truyén thong.

- Thyc hién giam sat cac hé théng thong tin dung chung, ha tang mang, cac
Trang/Cong thong tin cta tinh va cac doi twgng theo Hudng dan tai cong van so
2973/BTTTT-CATTT ngay 04/9/2019 ctia B Thong tin va Truyén thong veé viéc
hwéng dan trién khai hoat dong giam sat an toan thong tin trong co quan, to chirc
nha nuac.

- Céac don vi dia phwong cha dong, bo tri nhan sy thuwong xuyén thwe hién
cong tac giam sat ATTT tai cac hé thong thong tin do minh tryc tiép quan ly theo
hwéng dan tai Cong van s6 2973/BTTTT-CATTT ngay 04/9/2019.

II. Thoi gian trién khai thyc hién. (Phu luc kém theo)

D. To chirc thyc hién:

I.S6Y te

- Ph6i hop thue hién véi S& Thong tin va Truyén thong trién khai cac chinh
sach, van ban chi dao, ké hoach nham dam bdo an toan théng tin mang trén dia ban
tinh;

- Tham gia tap hudn d6i ngli can bd chuyén trach vé an toan théng tin cé
trinh do dap @ng yéu cau theo quy dinh;

- Tham gia doan kiém tra vé ddm bdao an toan thong tin mang trong hoat dong
ng dung cong nghé thong tin trong cac co quan, don vi nha nwdc trén dia ban tinh
(néu co);

- Thyc hién nhiém vu canh bao vé cac nguy co, si c6 gy mat an toan thong
tin.

- Phéi hop véi Trung tdm Ung citu khan cap may tinh Viét Nam (VNCERT)
va cac don vi lien quan trong thyc hién nhiém vu dam béo an toan thong tin.



- Phéi hgp vGi S& Thong tin va Truyén thong, Cong an tinh, BO Chi huy
Quan sy tinh va cac co quan, don vi c¢6 lién quan t6 chitc doan kiém tra vé an toan
thong tin dé kip thoi phat hién x ly cac hanh vi vi pham theo tham quyén.

- Téng hop béo céo vé tinh hinh an toan thong tin cho Uy ban nhan tinh va
cac co quan, don vi c6 lién quan theo yéu cau.

- Duy tri hoat dong T6 chuyén trach vé an toan, an ninh thong tin mang
nganh Y té tinh BRVT, béo cdo cac treong hgp xdy ra sw c6 an toan an ninh mang
theo quy dinh.

II. Cac don vi truc thugc Se Y té

1. Trach nhiém cua can bo chuyén trach cong nghé thong tin, an toan thong
tin tai co quan, don vi:

- Chiu trach nhiém trién khai cac bién phap quan ly van hanh, quan ly ky
thudt va tham muwu xay dung cac quy dinh vé dam bao an toan thong tin cho toan
b6 hé thong thong tin ctia co quan, don vi;

- Chta dong phdi hgp vdi can bo, cong chitc, vién chitc va ngudi lao dong ctia
co quan, don vi minh trong viéc kiém tra, phat hién va khac phuc sy c6 vé an toan
thong tin;

- Tuén tha hwéng dan ky thuat cta cac co quan, don vi chitc nang trong qua
trinh khac phuc sy ¢6 vé an toan thong tin;

- Thuong xuyén cap nhat, ndng cao kién thitc, trinh do chuyén moén dap tng
yéu cau dam béo an toan théng tin cia don vi; T6 chitc tuyén truyén, huwéng dan
cac hudng dan ky thuat cua co quan, don vi chitc nang trong canh béo, phat hién s
c6 an toan thong tin dén toan thé can bg, cong chitc, vién chitc va ngudi lao dong.

2. Trach nhiém cua can b, cong chirc, vién chitc va nguoi lao dong tham gia
str dung, khai thdc hé thong thong tin tai co quan, don vi:

- Nghiém tdc thyce hién cac noi quy, quy dinh, quy trinh ngi b vé dam béao an
toan thong tin ctia co quan, don vi minh cling nhw cac quy dinh khac cua phap luat
vé an toan thong tin;

- Khi phat hién hodc nghi ngd cac nguy co hodc su c6 mat an toan thong tin
phai kip thoi bao cao cho can bd chuyén trach cong nghé thong tin, an toan thong
tin cia co quan, don vi minh dé kip thdi ngan chan va xt ly;

- Nang cao y thitc canh giac va trach nhiém vé an toan thong tin;

- Nghiém cam cac hanh vi lam mat, 16 lot, pha hoai hé théng théng tin ctia co
quan, don vi minh.



3. Trdach nhiém cua cdc don vi truc thudc:

- Thu trudng cac co quan, don vi co trach nhiém chi dao thuc hién tuyéen
truyén nang cao nhan thitc cho can bo cong chitc vién chitc va ngudi lao dong; va
chiu trach nhiém trwéc Uy ban nhan dan tinh trong cong tdc dam bao an toan thong
tin d6i vai hé thong thong tin cia co quan, don vi minh;

- Thuyc hién va chi dao can bg, cong chitc vién chitc va ngwoi lao dong thudc
thdm quyén quan ly thyc hién nghiém tic Ké hoach nay;

- Tao diéu kién thuan lgi cho can b, cong chirc, vién chitc chuyén trach vé
cong nghé thong tin dugc dao tao, béi dudng chuyén mon trong linh virc an toan
thong tin;

- Quan tam dau tw cac thiét bi phan cttng, phan mém lién quan dén cong tac
dam bdo an toan thong tin;

- Khi c6 su c6 hodc nguy co mat an toan thong tin phai chi dao khac phuc sy
6 kip thoi, han ché thap nhat mdc thiét hai c6 thé xay ra, wu tién st dung lwc lwgng
k¥ thudt tai ch6 cta co quan, don vi minh, dong thai 1ap bién ban va bao cao bang
van ban cho cac co quan chitc nang;

- Cung cap day dua cac thoéng tin, khong che gidu thong tin sy c6; Tao diéu
kién thuan 1gi cho cac co quan chitc nang trong cong tac diéu tra, lam ré nguyén
nhan gay ra sy c6, lvc lwgng k¥ thuat tham gia khac phuc sy c6 phai thyc hién theo
diung hwdéng dan chuyén moén cua co quan chitc nang.

Trén day la Ké hoach Bao dam An toan thong tin mang nganh Y té tinh Ba Ria
- Viing Tau nam 2020. Can ct vao Ké hoach nay, S& Y té dé nghi cac don vi truc
thudc S& khan treong xay dung Ké hoach va té chic trién khai va bao két qua thyc
hién hang Quy vé phong Nghiép vu, S&'Y té dé theo ddi va giam sat.

(Pinh kem Phu luc néi dung va thoi gian thuc hién Ké hoach Bdo ddm An
toan théng tin mang nganh Y té tinh Ba Rja - Viing Tau ndm 2020)./.

Noi nhdn: . ~
-B06 Y té (bao cdo); &JEE@?%GIAM POC
- UBND tinh (B/céo); ‘3;}/’ ; = %
- S6 TT&TT tinh; AT - -
- Cac PGP SYT; (; » <& };3?4 il
- Cac don vi trye thude (t/hién); * N e
- B0 phén CNTT (Pang tai trén CTTDT); “’45,\4* Uy ban Nhin din inh B4 Ria - Ving Tau
-Luu: VT. NV. o A Mo 10-03-2020 15:28:23 +07:00
’ Pham Minh An



Phu luc

Noi dung va thoi gian thyc hién Ké hoach Bao dam An toan thong tin mang nganh Y té
tinh Ba Ria - Viing Tau nam 2020

Co quan, phong . . . ,
e .x . Co quan Lo s Giai doan Kinh phi . -
STT Noi dung trién khai chit tri chirc nlil(;lpg phoi thuc hién thue hién Ghi chu
I | Co ché chinh sach
) ~ac quy > Ay Cong an tinh, dinh, hwéng dan
dinh vé an toan an ninh ~ A s >
thong tin trong dia ban Trung tam Quy Ngan sach hién hanh cua cac
1 . R 7 aon 12n | SOTT&TT | CNTT&TT, cac co . co quan Trung
tinh phu hgp vadi dieu kién : [-11/2020 tinh < A
n o quan, don vi trong wong va tinh hinh
nhu cau thuc té cua tinh , o e
< < tinh thue té dia
trong nam 2020 va cac
. phuong
nam tiép theo
I Tham gia hoi nghi, h¢i thao, tuyén truyén nang cao nhan thirc va trach Ngan sach
nhiém veé an toan thong tin mang tinh
LA s " , Quyeét dinh s6
1 gélaAnF} 1%};1 hoi thido chuyén Ca\(;ictcrfo(llluaghgdn Ngan séch 893/QD-TTg
L trong tinh ngdy 19/6/2016
. Quy
SO TT&TT I1-111/2020
Tham gia hop dinh ky Quan khu 7, B6 Ngan sach Quy ché
o | theo Quy ché phoi hgp s6 CHQS va S& tinh 7089/QC-CNTT

7089/QC-CNTT gitta Bo
Tw 1énh Quan khu 7 véi

Thong tin va
Truyén thong cac

ngay 17/10/2018
cua QK 7 v6i So
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S& Thong tin va Truyén
thong cac tinh trong khu
VUucC.

Tham gia hoi nghi tuyén
truyén ATTT cho cac doi

tinh, thanh pho

Cac co quan, don

TT&TT cac tinh

Ngan sach

3 | twgng (lanh dao, nguoi st vi trone tinh )
dung, va chuyén trach ! trong tinh
CNTT/ATTT)
I Duy tri, trién khai sit dung, #ng dung CKS-CTS trong hoat dong co Ngan sach
quan nha nudc tinh
Cong tac ho trg, tap hudn
Sl}’ dqu CIES_C,T S trong Trung tam | Cac co quan, don Quy Ngan sdch
1| cac phan mém tng dung | -\re T | i rong tinh T1-1T1/2020 >
cho co quan, don vi trong ‘ g tinh
Tinh. (dao tao 3 l6p)
Theo dé dn ctia
R e " Ngan sach | Quyét dinh
IV | Dao tao, phat trien nguon lyc ATTT mang Gnh 99/QD-TTg ngay
14/01/2014
Tham gia bdi dudng ning i"TCTh;sz; téfl;h Quy | Neansich
1| caonang luc thuc hanh, | SOTT&TT | st oo Gy swes | 12020 | 0D
dién tap tac chien. 2,
cua tinh
Vv T’hl.fcxhién ké hgach ung Phé su’ co trong nz“lm 2920, !é:lp V’E‘l tri~€n }(hai NgéP sach Theo ké hoach
cac ké hoach kiém tra, danh gia an toan thong tin, ra quét ma doc, tinh

giam sat cac hé thong thong tin tai cac co quan, don vi trén dia ban

tai Quyét dinh s6
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tinh

2554/QD-UBND

ngay 12/9/2018
Theo Huéng dan
Phoi hgp huc hién giam Céc cq do tai cong van so
, . A ac co quan, don
sit. ATTT cho cic HE | ryyngtam | v trocll]g i, Qui Ngansich | 2973/BTTTT-
ﬂ'}OHg thOHg tlI} cua CE.IC CNTT&TT : I-11/2020 tinh CATTT nqay i
s@, ban, nganh, dia 04/9/2019 cua Bo
phuong. Thong tin va

Truyén théng
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